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Social media is an online platform that allows users to
connect with others online . Depending on what platform
you use, social media can allow you to communicate and
share information with others with the intention to update
or engage a specific audience. This can often include
sharing videos, images, status updates or posts with a
group of followers that can sometimes cover a global scale.

A lot of the time, soclal media is a positive place
where users support each ather. Desplte this, it can
also house toxic and harrmful behaviours, which can
be directed towards spedific individuals or groups = ro-=---------oommmmees
with the intention to harass, or cause upseat.

T

Considerations for Social Media

1 Harmful and offersive content may be
seen across platforms

eSS Es e s rr s R RS S S E e ———————

Benefits of Social Media

1 Available and accommodating to most audiences

2 Can be used to promote misleading information

Can promote unhealthy expectations and !
' pressure for young peaple .

4 Can impact digital wellbeing if not managed correctly |

2 Can promote positivity and healthy expression

3. An atcessible platform to connect with others

4 An instant platform for news and global awareneds
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Social media provides 8 lot of fresdarm in how b oonnaco
Harm on Social Media with ather uters ae well 52 how infarmation and content i
h“'-l:'. qacial media plﬂfﬂrl‘lﬂ Frines MHP[E"J 1w rrade &U'ﬂilﬁhlf. Thlh H.ﬂ Flll'fJ'l'ifjl"'\d CErnain Fi-l'il.ﬁ:f'l'r'lﬂ with
include reporting features in order to tackle

certain types of online harm. Someofthese [ COnMectan
harems bo watch out Tor include: an social I‘le'ﬂl.t, ensure that young puuplr.- keriivad Fiov b

Fake online profiles Report harmful content online -

> . Block and report users who are
Mizsinfarmation or fake ads being offensive or harmful
Manage privacy settings to limit exposure
to known friends and family members

Radical online content Speak to & trusted adult if they are concerned
abaut something online

Scamming or fraud attempts

To find out more about Social Media visit the SWGFL hukb:
swgfl.org.uk/topics/social-medial

— Further Support
Professionals Online Safety Helpling: saferinternetong ukiprofessianale-online-safety-helpline
Harrmful Sexual Behaviour Support Service: mgﬂ.nrg.ukfhan'nrul-suual-hr.-hm-uuppmiﬁui:uf
Report Harmiul Content: ﬁ Fredessionals s
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Gaming refers to playing electronic games, whether through
consoles, computers, tablets, smartphones or other devices.
Gaming remains one of the most popular forms of
entertainment, attracting a wide range of age groups from all
across the world. Gaming is always looking to develop, often
improving on graphical features, accessibility and wser
ENE3EEmMent as years go by.

Unlike many ather forms of media, gaming Some games have rich starylines and

brings a sense of challenge to the player. characters that are engaging and

Lsually thers is & degres of skill invehed that memarable. Many players also use it as an
players need to develop in order ta progress, opportunity ta compete and socialise with
Depending on the type of game, it can also other users whether it be in person ar
offer players a platform where they can be online, More often than not though, peaple
imaginative and explore their own creativity. game, because it is fun!

Considerations for Gaming
]_ Have swareness of approprigote sge restrictions

Benefits of Gaming

]_ Can develop critical and creative skills

: 2 Can bring educational benefit and awareness 2 Parental awareness around purchasing :
g 3. 15 available to most sudiences and rmiynmurs 3 Active discusddions arcund mti.uluirgufely
4 15 an easy and accessible way to socialise with others 4 Reporting harmful ar affensive content online
: .
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Socialising Online Reporting and Blocking

G..'ll‘l'iﬁg COMMUNITies Can range friam !.l.qﬁ-pdﬂ.i"ﬂ! and
educational, 1o taxic and harmful. i Same inSLances, it
can even lead powards roore radical cantent bEiﬁg_
promated. When faced with something o Someone being
harmful anline, make sure young people know how o

Report the player or piece of content

A staple of gaming is the camemunity that surrounds il Groups
and audiences can gather around & specific game, characler or
therne 1o build specific Tan hases that can interac with sach
ather. Young people may like 1o socialise online because:

It gives thern & platfarm to be with
friends autside of schoal

There is usually & eompetitive element at play,
which can feel rewarding Mute or Block the player

It can build confidence and social skills which
may not be attainable physically

It gives opportunity te young people who have
difficulty sacialifing with friends and athers

Manage their privacy settings or
communication options

Speak with & trusted adult for suppart

To find out more about Gaming visit the SWGFL hub:
swEflLorg.ukftopics/gaming/

— Further Support —
Professionals Online Safety Helpline: saferimernelorg uk/professionals-orline-safery-helpline

Harrmful Sexwsl Behaviour Support Service: swillorg uk/harmiul-sexual-behaviowr-support-Serice’
R Harmful Cantent: Fra Profumierris . REBORT &% UK Safer
Eport " HARMFUL Q) ndemet  NOMINET
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The internet is a vast ocean of information, opinions, and content.
‘While many of us will go online and have a positive experience, we
must accept that this is not always the case for everyone. So when
we se8 something online that we know is harmiful, it is time to take
action and report it

Why Should | Report? When Should | Eepnrt?

Aot of ud can witness or fall wictirn to enline harm. If you | When you make a report, you are essentially etcslating it for revies
becorme cancerned or fesl uncormfortable sbout something | arouwnd whether something thould rermain anling or not with
you have seen online, the following paints illustrate wiy reference o the Law ar specific standards associsted with online
reporting content is abways the best course of actian. © platfarms. You should always repoart il you come soreds cortent that:
Reparting can often lead towards harmiul content Cantaing child sexnsl abuse Contains urmvanted
being removed : 1 rraterial or terrarist coment 5 sexal advances
Reparting Shiows wihy certain types of behaviour should I Farmful or sborive bowards 6 N e —
not be talerated anline : 2 yaurselfl ar athers :
- ) | Theeaten athers
Reporting allows control to be taken away fram online : 3 Promobes ssHharm o s kide T 5 yoOu or :
per petrabors . . oh
5 - Contains parnographic
Reporting works towards & safer internet for everyons : 4 When sormedne is iffpersonating S rartent

you or athers

Who Should | Report To?

Different Services are required for different types of oon tent with reporting prios
available for bath illegal and legal but harmiful content. Ta gat a batter under =I...1r||.i|||_5
of wihere you < ix »ort, follow the below guide.

Report Harmful Content (reporth £ com]) - Reporting l&gal
st iaredul cortent

Internet Watth Foundation (wl.org uk) - Reparting child sexuwal sbuts material

ACT (act.campaign. gov uk) - Reparting terrorism related content

Drial 999 - if cantent shows a child or Someone in danger

| Other Services and Support ‘ - _

Refer ta the below services for further sdvice and support: . ; .
Report Rermove | ] . 1.

Revenge Porn Helpline {revengepornbalpline orguk) - Suitable abuse-saferylorlne-mabile- sofetyremans nude-irmage-
for adults aver the age of 18 experiencing or affected by shared-prling) - Supporting under 185 1o repart nude
intimate image sbowis images that have bean shared
Prul"enl-: nals Online E-dfui:.r Hulpllne gl org.ukihelplines’ SeopMClLorg [Slopadi orgh - Supporting adules
- Online safety istwes and with protecting their intimate imaged fraorm perpetratars

cancerns for pruf:s.s.mnnls of intimate image abuse.

For more information on reporting visit g c00% E

swyfl.org.ukitopicaireporting! e X
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Digital wellbeing can relate to how the use of digital technology
including personal devices, social media and other apps can
affect an individual's life. It can be affected by many things, such
as how long we spend on devices, how we behave online, how we
interact with others, how others interact with us, what we expose

ourselves to, what we're influenced by and how we use
technology to achieve desired outcomes. Much like general
wellbeing, it can comtribute to other areas such as our overall
phy=sical and mental health.

Supporting Digital Wellbeing

T Children and young peaple may be introduced to technology
T from avery young age soits important to know what can

Poor Digital Wellbeing

FUpport e with Eaelr dgted e Seing. This oun incaude: ! | Thers are 2ill behaviours in childnen and

young people that can comntribute towardd
1 Effective time away from devices

2 Healthy and appropriate expression online

Smmmmm Pl 2 Exposure to sbuse or oniine harm

posor digital wellbeing. Sorme of these incude:

]_ An over-refliance on technology

4 Critical thinking areund inforrmation and

eline | 3 Poor anline/ offline balance

4 Negative influenees
or social interaction

What Can Schools Do?

Digital wellbaing plays an impartant part in the oserall bealth of your schoal ammunity.
Understanding how technology, apps, online platfarms and other spaces can affed students, staff
and parents is hard, but consider the following ways 1o support digital wellbaing at chool.

Encourage appropriate breaks away from devices Hawve staff maintain a good understanding of
trends and popular apps
Create safe spaces for individuals to talk

throwgh concerns Develop a school community approach towards

online critical thinking

Explain what harmiul online content is and
WaYS it can present itself

Encourage the use of parental controls and
filtering options for Apps where necessary

Appropriate offline activities in schaal
Making the community sware af anling reporting roubes

To find out more about Digital Wellbeing visit the SWGFL hub:
swgfl.org.ukftopics/digital-wellbeing/

~ Further Support
Prafessionals Online Safety Helpline: salerinternet.arg.uk/prafessionals-online-satety-helpline

Harmiful Sexual Behaviour Support Service: swgfl.org ukharrmiul-sexual-behadour-suppart-serdical
Repart Harmful Content: : S—— @ paur REPORT £ o UK Sarfier
reportharrfulcontent.com { E, e RaTaT cEwae ] (_D w NOMINET
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